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1
Decision/action requested

Discuss the proposals of this discussion paper. Note that some proposals require (p)CRs to other work items, therefore the proposal is currently only for discussion.
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Introduction
During SA3#94, a number of proposals were put forward to use an existing key from the 5G key hierarchy as a root key for AKMA, namely [2], [3], [4]. During the discussion of these proposals an Editor’s Note was added to proposal [4]:
Editors Note: It is ffs whether this solution causes a vulnerability when the serving network initiates an authentication with the home network and causes the KAUSF in the UE and the home network to be out of sync.
This document aims to resolve this Editor’s note for all implicit bootstrapping solutions.
4
Detailed description
4.1
Problem description and analysis
4.1.1
Generic

There are two ways for the serving network to execute this attack on the UE. The first one is by aborting the authentication procedure by not forwarding the response from the UE to the network. The second one involves the step of not doing a NAS SMC. Both cases can lead to a loss of synchronization between the network and the AUSF. The cases are discussed separately.

4.1.2
Aborting the authentication procedure
Aborting the authentication procedure by the serving network is done by not forwarding the RES to the home network. In what follows, the terms VPLMN and HPLMN are used to indicate the network elements AMF/SEAF (VPLMN) and AUSF/UDM (HPLMN). The attack is depicted in the the below figure and explained in the text that follows:
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Figure 1: Flow for aborting authentication procedure
According to the following steps:
1.
The assumption is that the UE is roaming and that the UE is successfully authenticated and receiving service.

2.
As a result of the previous step, both the UE and the AUSF in the HPLMN store the KAUSF that resulted from the last authentication run.

3.
At some point in time, the AMF (VPLMN) decides to initiate a new authentication with the UE.

4.
The AMF sends an identity request to the UE

5.
The UE responds with its identity set to SUCI

6.
After receiving the UE’s identity, the AMF sends an authentication request (Nausf_UEAuthentication_Authenticate Request) to the AUSF in the HPLMN, which forwards it to the UDM in order to initiate the authentication.

NOTE: For the following steps, the exact messages depend on whether 5G AKA or EAP AKA’ is used. Therefore only the generic names are provided.

7.
After reception of a 5G AV from the UDM, the AUSF will send the challenge to the AMF/SEAF in the VPLMN.
8.
The AMF/SEAF will forward the challenge to the UE

9.
The UE will verify the validity of the challenge and if successful, calculate the RES, the KAUSF, KSEAF, and KAMF. What follows depends on which authentication method was used:

5G AKA: The UE will store the KAUSF, KSEAF, and KAMF in a non-current, partial security context. The UE now has two KAUSFs of which one is different from the one that is stored in the HPLMN. The KAUSF in the HPLMN may correspond to the one that is part of the active security context or may correspond to the one of the new authentication vector. (See [6], clause 6.1.3.2.0, step 3).
EAP AKA’: The UE may store the KAUSF, KSEAF, and KAMF in a temporary security context (see [6] clause 6.1.3.1, step 11). The UE now has two KAUSFs of which one is different from the one that is stored in the HPLMN. The one in the HPLMN corresponds to the one that is part of the active security context. (See [5] clause 5.4.1.2.2.3 and [6] clause 6.1.3.1 step 10)

10.
The UE returns the the RES to the AMF/SEAF in the VPLMN.
11.
The VPLMN / AMF does not forward the RES to the Home network. As a result, the AUSF does not calculate KAUSF (see [6] clause 6.1.3.1 step 10) or expires the AV (see [6] clause 6.1.4.1 step 11).
The resulting situation is depicted in the figure below.
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Figure 2: Situation after aborting authentication procedure. Note that on the UE side only the 5G AKA case is shown. For EAP AKA’ a temporary security context is created instead of a non-current security context.
The result of aborting the procedure is that the UE will have non-current native security context (indicated by the primes) if 5G AKA was used and a temporary security context if EAP AKA' is used. A temporary security context will either be deleted or turned into a current security context or non-current security context upon instruction of the network using EAP Success or NAS SMC.
The situation where the UE has one non-current active security context without a corresponding mirror is not likely to persist. Security handling at DM state transitions as described in TS 33.501 clauses 6.8.1.1.2 and 6.8.1.1.3 will cause the security context either to be deleted or the security context to be taken into use. In summary, the following will happen at state transitions:

Case 1: The security context is a native security context:

-
The native security context is stored and reused when doing two state transitions: DM DEREGISTERED and DM REGISTERED. The partial security context in the UE is deleted from memory.

Case 2: the security context is a mapped security context:

-
The non-current security context is made current and stored by the UE, the AMF will store the mapped one when the UE transitions to the state DM DEREGISTERED.

-
Upon transition to the state DM REGISTERED, a new authentication will be triggered because the AMF does not have the current security context.

As such, this attack can be mitigated in two ways:

-
By mandating that the KAUSF at the AUSF side is taken into use only after the authentication response is received and by requiring that the UE always uses the active security context; 
-
By using EAP AKA’ instead of 5G AKA.
Note that mandating that the UE uses the non-current security context does not mitigate this attack. In such a case, the network could namely initiate another authentication run with the network without forwarding the challenge. This would also refresh the KAUSF at the network side without the UE knowing.
4.1.3
Not running NAS SMC
Not running NAS SMC by the network is a legitmate action of the network in case the network does not want to take the new security context into use. The steps are depicted below.
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Figure 3: Flow for omitting NAS SMC procedure
For the description of steps 1-10, we refer to our description of the figure 1. The description below only covers the steps 11, 12, 13, and the decision of the VPLMN not to initiate the NAS SMC. When arriving at step 11, the UE already has a non-current partial native security context (5G AKA) or a temporary security context (EAP AKA') without a mirror of this security context in the serving network. The steps 11 and further are as follows:

11.
The VPLMN / AMF forwards the RES(*) to the Home network. As a result, the AUSF calculates the KAUSF (see [6] clause 6.1.3.1 step 10) or checks whether the AV is expired ([6] clause 6.1.3.2.0 step 11 – nothing is said about what the AUSF should do to the KAUSF if the AV was expired). The AUSF will also calculate KSEAF.
12.
In response to the RES(*) (if correct), the AUSF will provide the KSEAF and SUPI and the authentication result to the AMF. If EAP AKA' was used for authentication, the result has the format of an EAP Success message which can be forwarded to the UE.
13.
If EAP AKA' was used the AMF may forward the EAP Success message to the UE to inform the UE that it has been authenticated.
NOTE: In this text, we also consider the case where the AMF does not forward the EAP Success message to the UE.
The resulting situation is depicted in the figure below.
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Figure 4: Situation before NAS SMC and after EAP Success in case of EAP AKA'. Note that if no EAP Success message was received, the non-current security context in the UE is a temporary security context.
The result of omitting the NAS SMC procedure is that the UE will have a non-current native security context (5G AKA and EAP AKA’ with EAP Success) with a mirror non-current security context in the network. Also the AUSF will store the new K’AUSF. If EAP AKA’ was used without a EAP Success message, the UE will have a temporary security context which will be deleted if no EAP Success or NAS SMC follows.

In either case, the situation is not likely to persist due to DM state transitions. In summary, the following will happen at state transitions:

Case 1: The security context is a native security context:

-
The native security context is stored and reused when doing two state transitions: DM DEREGISTERED and DM REGISTERED. The partial security context in the UE is deleted from memory.

Case 2: the security context is a mapped security context:

-
The non-current security context is made current and stored by the UE, the AMF will store the non-current security context when the UE transitions to the state DM DEREGISTERED.

-
Upon transition to the state DM REGISTERED, the new security context will be taken into use by the network.
Case 3: The security context is a temporary security context:

-
Upon transitioning to the DM DEREGISTERED state, the UE will delete the temporary security context. The AMF may store the security context as the active one. When transitioning to the DM REGISTERED state, a new authentication will be required because the UE and AMF will have different security contexts.

This attack can be mitigated as follows:

-
By mandating that the UE uses the non-current or temporary security context for 5G AKA / EAP AKA'. Note that this opens up the possibility for new attacks; or
-
By mandating that the AUSF only stores the KAUSF after receiving authentication confirmation and that the AUSF stores the two latest keys relating to the same UE;

-
In addition to the previous bullet point, introducing a message from the UE to the AUSF to indicate that a new security context was taken into use, or;

-
In addition to the second bullet point, introducing a parameter that indicates which key was used so that the AUSF can determine when to delete a key from memory.

4.1.4
Further exceptional and malicious behaviour

The behaviour as described in 4.1.3 is benign behaviour that a VPLMN can show for various reasons (including pending handovers, etc.). As such, it is considered that this scenario may occur at some cases and is therefore relevant to address.

A VPLMN could also continuously require authentication vectors with the sole purpose of having the KAUSF out of sync. Unless additional roundtrips between the UE and the home network are included, there is little that can be done to mitigate this type of behaviour. In the context of AKMA, this behaviour can be mitigated by resorting to authentication in case the KAUSF cannot be found in the AUSF.
In order to establish whether an authentication is necessary, the AUSF and UE would need to know whether they have the same keys. This can be achieved by including a key set identifier in the message exchanges between the AUSF and the UE. This key identifier could the output or truncated output of a key derivation function involving the KAUSF.

4.2
Conclusion
The visited network can initiate new authentication runs and thereby cause the UE and AUSF to be out of sync with respect to the KAUSF. Some of the cases can be resolved by mitigating measures that include taking the KAUSF into use at a later point, storing multiple KAUSFs per IMSI, and by the UE using the active security context for procedures involving the KAUSF. Exceptional or malicious behavior of the VPLMN however cannot be mitigated and should rather be detected in order to be resolved.

For AKMA, these scenarios only pose the risk of running an authentication. This risk is minimal because if the KAUSF was not reused, an authentication would have been necessary anyways.
5
Concrete Proposal

The concrete proposals are as follows:
1)
Change TS 33.501 text on 5G AKA such that the KAUSF is only stored at the AUSF side after the authentication confirmation has been received. Concretely this involves moving the sentence about storing the KAUSF from step 3 to step 11.

2)
Mandate that the UE uses the active security context for procedures involving the KAUSF.

3)
Mandate that if the AUSF stores KAUSF that it stores two KAUSFs per UE until the newer one is used. AUSFs that do not store the KAUSF are unaffected.

4)
Mandate that a key identifier is added to procedures that involve KAUSF so that key refresh can be detected.

4)
Do not address the case where the VPLMN does multiple authentications without taking the key into use, which causes the KAUSF in the UE and the network side to be out of sync.
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